
International Journal of Engineering Science and Computing, May 2018         17594                                                                        http://ijesc.org/ 

        
ISSN XXXX XXXX © 2018 IJESC                                                                                                   
                                                       
 

 

Classification of Security and Privacy Risk in Cloud Computing: A 

Review 
Shivani Sangwan

1
, Alisha Gupta

2
 

ME Student
1
, Assistant Professor

2
 

Department of Computer Science & Engineering 

Haryana Engineering College, Yamunagar, Haryana, India 

 

Abstract: 

Cloud computing in light of numerous other existing advancements is another strategy for sharing infrastructure which gives clients to 

a great degree strong calculation ability and huge memory space while with minimal effort. Cloud computing empowers data 

innovation related services in a more unique and versatile route than previously more cost-effective than before because of the 

economy of scale and of sharing assets. Fog computing is a worldview that stretches out Cloud registering and administrations to the 

edge of the system. Like Cloud, Fog gives information, process, stockpiling, and application administrations to end-clients. Most 

likely, Cloud Computing has given numerous energizing services and highlights like adaptability, unwavering quality, boundless 

capacity, versatility and the fast preparing power yet cloud security is as yet a major issue. Distributed computing is characterized by 

the NIST (2009) as "a model for empowering pervasive, advantageous, on-request organize access to a mutual pool of configurable 

figuring assets (e.g., systems, servers, stockpiling, applications, and administrations) that can be quickly provisioned and discharged 

with negligible services exertion or service provider interaction. 
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I. INTRODUCTION 

Cloud computing in view of numerous other existing 

advancements is another technique for sharing framework which 

gives clients a great degree of calculation capacity and immense 

memory space while with ease. Be that as it may, now 

distributed computing is looked with numerous issues to be 

settled particularly security. Till now most IT ventures' cloud 

stages are heterogeneous, autonomous and not interoperable. 

Contrasted with customary innovations, cloud has numerous 

particular highlights, for example, it is ultra-substantial scale and 

resources have a place with each cloud suppliers are totally 

conveyed, heterogeneous and absolutely virtualized[11]. 

1.1 Fog Computing 

As appeared in Figure 1, Fog computing is a developing 

paradigm that gives storage, preparing, and correspondence 

benefits nearer to the end client. It lessens latency, gives location 

awareness, and supports high-density wireless networks. Giving 

information and putting them on the edge of a system to be 

closer to the client are considered among the principle 

assignments of fog registering. The end client is associated with 

various hubs, which are alluded to as the "edge," accordingly the 

expression "edge computing." Fog processing does not supplant 

cloud computing [10]. 

 
Figure.1. Fog computing architecture 
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1.2 Multi Tenancy 

In a cloud situation, distinctive resources and services are shared 

among various applications at various geographic areas. This is 

done to solve the issues of resources shortage and to kill cost that 

is the primary reason for the cloud. Yet, the sharing of the 

resources of an association brings forth classification issues. 

These frameworks and applications must be separated to some 

degree so as to keep classification alive. Else it is extremely hard 

to regulate the information stream and the frailty issues emerge. 

Cloud suppliers should utilize Intrusion Detection Systems to 

protect their clients in cloud condition. Design to convey IDS is 

exhibited in. 

 

II. RELATED WORK 

Wenjuan Li1 et al. examined a few trust models utilized as a 

part of expansive and disseminated condition and after that 

presented a novel cloud trust model to unravel security issues in 

cross-cloud condition in which cloud client can pick distinctive 

suppliers' administrations and assets in heterogeneous spaces can 

participate. The model is area based. It isolates one cloud 

supplier's asset hubs into a similar space and sets confide in 

operator. It recognizes two unique parts cloud client and cloud 

server and plans diverse methodologies for them. In this model, 

trust proposal is dealt with as one kind of cloud benefits simply 

like calculation or capacity. The model accomplishes both 

personality confirmation and conduct validation. The after 

effects of copying tests demonstrate that the proposed model can 

effectively and securely develop trust relationship in cross-mists 

condition. Sheik MahbubHabib et al. proposed approach adds 

to the test of extricating trust data from Consensus Assessment 

Initiative Questionnaires finished by cloud suppliers. At long 

last, executed framework and related methodologies are tested 

utilizing genuine datasets. Ivan Stojmenovic et al. talk about 

the cutting edge of Fog processing and comparable work under a 

similar umbrella. Security and protection issues are additionally 

unveiled by current Fog figuring worldview. For instance, 

examine a regular assault, man-in-the-center assault, for the talk 

of security in Fog registering. Creator explores the stealthy 

highlights of this assault by analyzing its CPU and memory 

utilization on Fog gadget.IrfanHussain et al.cloud computing is 

the most raising pattern in Information Technology now days. It 

is drawing in the associations because of its favorable 

circumstances of versatility, throughput, simple and modest 

access and on request here and there reviewing of SaaS, PaaS 

and IaaS. Other than all the striking highlights of cloud 

condition, there are the enormous difficulties of protection and 

security. In this paper, an audit of various security issues like put 

stock in, classification, validness, encryption, key administration 

and asset sharing are introduced alongside the endeavors made 

on the best way to defeat these issues. Shanhe Yi etal. examined 

current meanings of haze registering and comparable ideas, and 

proposed a more far reaching definition. Broke down the 

objectives and difficulties in haze processing stage, and gave 

stage plan a few model applications. Creator at last executed and 

assessed a model mist figuring stage. Nelson Mimura Gonzalez 

et al. gives a complete overview of references from the scholarly 

world and industry. It breaks down the wording and 

measurements of execution, security, and administration, in view 

of a scientific categorization proposed and exhibited in the 

paper. Likewise creator give an exhaustive examination of 

related subjects, recognizing the primary research regions 

connected to edge figuring. At long last, creator reaches 

inferences with respect to the cutting edge and the eventual fate 

of edge figuring.HadealAbdulaziz Al Hamid et al.In this paper, 

the principle center has been given to secure social insurance 

private information in the cloud utilizing a mist processing 

office. To this end, a tri-party one round validated key 

understanding convention has been proposed in light of the 

bilinear blending cryptography that can produce a session key 

among the members and convey among them safely. At long 

last, the private medicinal services information are gotten to and 

put away safely by executing an imitation system. Ali. 

Mohsenzadeh et al. Trust is a standout amongst the most 

imperative intends to enhance security and empower 

interoperability of current heterogeneous autonomous cloud 

stages. Trust is a level of subjective likelihood between two 

elements, a trustor and a trustee, which is framed through the 

immediate perception nature as well as suggestion from put 

stock in substances. Today, there is no uncommon trust 

assessment display for cloud computing condition. 

Subsequently, in this paper, author exhibit a trust show in light 

of fluffy arithmetic in distributed computing condition as 

indicated by progress and disappointment connection between 

cloud elements. 

 

Table.2.1A multi-level classification of security and privacy risk in cloud computing. 

 

Sr.no. Year Model/Technology Conclusion 

1 2009 Novel Trust Model This model can establish trust relationship between customer and provider and 

between different cloud platforms fast and safe 

2 2013 Multi-faceted TM system Supports consumers to determine trustworthy cloud providers on that basis of 

CAIQ assessment 

3 2015 Design and implementation 

of a prototyping platform for 

fog computing 

Evaluate prototyping Platform in Smart Home applications 

4 2015 Fuzzy relation theory in 

fuzzy mathematics to build 

trust model between entities, 

Model has some identification and containment capability in synergies cheating, 

promotes interaction between entities, and improves the performance of the 

entire cloud environment. 

5 2016 Edge computing technology Edge computing has two very distinct facets. One, represented by use cases such 

as CDN and P2P, is a mature version of edge computing, with a lot of research 

and several existing product. The other facet, represented by use cases such as 

Internet of Things and data analytics, reveals a lot of immaturity, with the focus 

on performance and availability 
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6 2017 Fog-assistant mobile crowd 

sensing model, two privacy-

preserving schemes for two 

categories of crowd sensing 

applications. 

Protects the privacy of the participants individual data, while allowing the 

service subscriber obtain the statisticaldata;allows the service subscriber 

obtainthe exact sensed data without being able to link the data to any participant 

7 2017 Two photo galleries are 

generated. The OMBD is 

kept secretly in the cloud 

and the DMBD is used as a 

honeypot and is kept in the 

fog 

The OMBD is only accessible by a user after verifying the authenticity of the 

user. Thus, the original multimedia data become more secure by setting the 

default value of the DMBD 

 

III. CONCLUSION 

The business market of cloud computing is developing quickly. 

New cloud suppliers are entering the market with enormous 

speculations, and set up suppliers are putting millions into new 

data centres the world over. Securing the cloud information 

mission, by utilizing fog processing pressure has been given on 

securing client's media information inside the cloud. A fog-

assistant mobile crowd detecting model, ensures the security of 

the members individual information, while permitting the service 

subscriber get the measurable information; two privacy 

preserving schemes permits the service subscriber acquire the 

correct detected information without having the capacity to 

interface the information to any member. Fog computing 

empowers the seamless incorporation of edge and cloud assets. It 

support the decentralized and intelligent processing of 

extraordinary information volumes created by IoT sensors sent 

for smooth coordination of physical and cyber conditions. 

Uniquely in contrast to distributed computing, where the 

resource pools are organized in centralized data centers, fog is 

inadequately circulated. They are less effective than clouds 

however ready to convey results with lower latency while saving 

network resources. Information encryption and trust are the two 

noteworthy security issues looked by cloud computing respect 

took after by the authenticity and data integrity.  
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